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Operation Workflow

Operation Workflow

The System is designed to support the workflow from monitoring
recycle item cage fill-in level to complete of assigned job order.
The work process shall involve the following parties; each of the
party has unique tasks in the operation loop.

Involved Parties

Management

Party Task Application
Cage Level ¢ To notify the System when the cage |4 Level detector - loT
Detector is full ¢ RFID Tag - loT

¢ Cage and recycle item identity
RFID ¢ To identify cage identity and ¢ RFID reader - loT
recyclable item category ¢ RFID tag - loT
Job Order ¢  Received notification from the cage |4  Online platform
Dispatcher ¢ Assign job order to designated driver | ¢  Mobile application
/ vehicle
Driver ¢ Read, process and complete job ¢ Mobile application
order
Collection Site | ¢  Weight the shipment ¢  Fix mounted weight
¢ Toidentify cage identity sensor - loT
¢  RFID reader - loT
¢ RFID tag - loT
Participated ¢ Read management report, on-line ¢ On-line platform
Service tracking, data analytic ¢ Mobile application
Provider
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The items shall be delivered:

Web-

# Feature based App-based

1. To optimize the fleet dispatch against the job v
orders

2. Establish a system with the interface for route v
planning and optimization

3. Allow the participated companies to view, input, v
data exchange of operation

4. Central Fleet Management Application in vehicle v
tracking and job order dispatch

5. Drivers receive and update job orders via mobile NG
application

6. Fill-level sensor monitoring and alert

7. RFID monitoring for recycle bin/cage

8. Smart weight sensor and smart pallet Truck with
RFID reader

9. Dashboard for distribution of vehicles, status of v
fill-level sensor on each metal cage and plastic bin,
availability of each collection site, daily / weekly,
monthly summary of collected items by cage,
collection site, weight, job orders and faulty units

10. Reports: Daily summary fleet management report v
Route replay report.

Web and Mobile Application shall be presented in bilingual
(Traditional Chinese




System Infrastructure

Overview of System Infrastructure Design

The System should be built on Oracle Cloud with primary site and
disaster recovery site set up at Oracle Cloud center under different
geographic location from the Primary site.

The System shall be developed based on Java™ J2EE architecture.
By using the Java architecture, the application is manageability and
usability by cluster support in admin GUI, remote JMX support and
improved diagnostics and logging.
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Could Service

Oracle Gen2 Cloud should be used for the Cloud Service because
Oracle Gen2 Cloud delivers powerful compute and networking
performance, and includes a comprehensive portfolio of
infrastructure and platform cloud services. By using Oracle Gen2
Cloud, the following advantages could be attained:

- Security

Oracle Cloud is secured by design, with the next generation of cloud
infrastructure that was conceived and architected with the principle
that security comes first. Oracle security is about a well-thought-out
and integrated layered approach, with controls built within the
application and database ecosystem to leverage the hardened cloud
infrastructure designed to identify and respond to threats.

- Cloud Performance & Reliability

From an infrastructure perspective, the most important part is the
network. Oracle Cloud avoided the oversubscription that's common
with other clouds, so that performance isn’t variable from moment
o moment.This reliability enables high performance. 4
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In addition, it comes with Oracle maximum availability architecture
(MAA best practices for data high-availability (HA technologies
such as Oracle

Real Application Clusters (RAC).
- Resiliency & High Availability

= Multiple active-active nodes at each application tier
» Redundancy strategy for dataset tier
= Backup strategy for application tiers

Database

Under the Oracle Cloud environment, Oracle database Cloud service
shall be used in this system. It has the following advantages toward
to the System.

The Oracle Database Cloud Service is built on Oracle Database
technolo-gy, running on the Oracle Exadata Database Machine. The
Database Cloud Service has 3 main components:

1. RESTful Web service access, which allows access to the data in
your Database Cloud Service through simple URIs;

2. Oracle Application Express, for creating and deploying all
varieties of applications in a browser-based environment;

3. Set of business productivity applications that can ensure
convenient in installation.

These components deliver a set of key benefits -

e Simplicity — in provisioning, development and deployment;
Portability — to any platform that supports the Oracle
Database, in a -public or private Cloud;

e Enterprise strength — through the power of proven Oracle

technology;
e Ubiquity — Cloud computing is available everywhere through
the

e Inter-net. A wide variety of platforms, from desktops to
tablets to mobile devices, can access Cloud computing
resources;

e Elastic — Cloud computing resources can expand and contract
as needed.

The Oracle D




Oracle Cloud Infrastructure’s security approach is based on the
following core pillars. Each pillar has designed to maximize the
security and com-pliance of the platform.

— Data Encryption

Protect data at-rest and in-transit in a way that allows HKQAA to
meet security and compliance requirements for cryptographic
algorithms and key management.

- Security Control

Offer an effective and easy-to-use security management solution
that allow them to constrain access to their services and segregate
operation-al responsibilities to reduce risk associated with malicious
and accidental user actions.

- Visibility

Offer comprehensive log data and security analytics that they can
use to audit and monitor actions on their resources, allowing them
to meet their audit requirements and reduce security and
operational risk.

- Secure Hybrid Cloud

Enable use of the existing security assets, such as user accounts
and policies, as well as third-party security solutions when accessing
their cloud resources and securing their data and application assets
in the cloud.

- High Availability

Offer fault-independent data centers that enable high availability
scale-out architectures and are resilient against network attacks,
ensur-ing constant uptime in the face of disaster and security
attack.

Alternative systems that fulfill the above can also be considered.
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Security
The following security measurements shall be taken in this system:

= Content security, user account, sensitive data protection will be
implemented in the System and the security policy will be applied,
data encryption with AES using 128-bit cryptographic keys;
= Access control of information based on the following principles:
o Administrator with the right to access all information except
the driver-related data of participated service providers;
o Participated service provider with the right to access its own
information only;
= HTTPS will be applied on the web, APl and mobile applications access
to protect the data transmitted over the air;
= Multi-level user access rights at participated service provider level
where the administration of user access right shall be performed by
system administrator.

Certificates

Oracle Cloud service is complied with the ISO/IEC 27017:2015 code of
practice for information security controls based on ISO/IEC 27002 for
Cloud Service.

Requirements of the Onboard GPS Device
Positioning Features

e Support dual GNSS technologies ;
Achieve positioning accuracy of actual location within +/- 10 meters;
Achieve speed accuracy of actual speed within +/-10%;
Software filtering of invalid location data;
Support Geo-fencing one setting;
In case of data communication network is disconnected, location data
storage in the onboard unit shall be up to 360 set of location and
event data respectively. When the network is resumed, transmission
of stored data shall be completed in 5 minutes.

Data Communication Features

e Support 3G/4G/5G transceiver for wireless communication;

e Data reporting interval shall be configurable from 5-30 seconds when
engine is On;

e Data reporting interval shall be at 60 minutes when engine is Off;
Data reporting interval shall be instantly occurrence of defined
events;

Reach positioning accur
Software filteki




Data Collection

The minimum requirements of information to be displayed in real time:
1.Vehicle ID;

2.Location;

3.Current Speed;

4.Engine status;

5.Direction;

6.Last Update Time.

Requirement of Integrated On-line and Mobile Application for
Fleet Management and Job Order Dispatch Modules

User Login Management

e The System shall have administration function to allow the
administrator enable/ disable/edit/ suspend users authority to access
the applications;

e There shall be multi-level of user access rights to allow the user
perform different level of functions;

e The System shall support the assignment of access rights or privileges
to a specific user and group of user;

e Individual operator shall only with the right to access its own
information;

e The application shall be designed at “Single Login” for security
purpose.

¢ Digital Map
Web Based Geographic Information Systems (GIS)

A web based GIS with Hong Kong base map down to street level and
the following features should be provided:

= Minimum 16 zoom levels;
= Panning in any directions; and
= Label or annotation of names of district, street, building, etc.
Dashboard
The Dashboard for Recycle Company shall be in web-based and shown in
dynamic presentation. Data shall include but not limited the following:
1. Fill-levels of each cage;

2. No. of collection per premises per day and per month;

3. Summary of weight of each type of collected waste per each
shipment per premises per day and per month;

4. Summary of job order dispatch of the day;
5. Summary of faulty loT devices and GPS onboard unit.
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Job Order Dispatch Module

The Job Order Dispatch function shall be in web-based and shown in
dynamic presentation. It is used to support the collection orders
dispatch / assign to designated mobile phone held by the driver.
Status of the dispatched job orders shall be updated to the backend
System from the driver via wireless communication network. The
expected features in the Job Order Dispatch shall include the
following:

1. Job orders shall be initiated by designated person from the
recycle operator .

2. Informative and comprehensive web-based administration tool
(panel) shall be prepared to allow management personnel to
easily manage the delivery orders of the day from Planning,
Assign Job Order, Job Order Status Monitoring and Job Order
Status Monitoring.

3. The information of job orders updates shall be associated with
onboard unit;

4. Develop and provide a mobile app for the driver to perform
functions such as login / out, bundle with vehicle ID, acknowledge
the job orders, update job order status (i.e. Confirm / Reject /
Accept / Completed), input or integrate with weighing scale to
get the weight of recycle items, e-signature, confirm the
completion of recycling tasks, notification (reminding driver to
complete job order when vehicle leaves collection site), voice
recording, photo shooting---etc.

. Generate no. of collection per premises per day and per month.

. Generate summary of weight of each type of collected waste per
each shipment per premises per day and per month.

. Generate summary of job order dispatch of the day.

. Generate summary of faulty lIoT devices and GPS onboard unit.

. Generate access audit report for track any access activities per
user.

O 00~ o O1

= The job order dispatch shall be interfaced with billing function on
each of the collected recycle item after weighing at the
destination;

* Provide description of route optimization logic.




loT Sensors

The loT sensor is used for detect the fill level, identification and move-ment
of each recycling bins / metal cage, and notify the System to initiate the
job order. The proposed type(s) of loT sensors to be deployed in the
application shall be specified in detail;

— Details of the proposal on how the raw data is extracted from the sensor
for transmission to the backend System;
— Provide details of wiring connection diagram to the associated devices.

RFID Reader / Antenna and Tag

The RFID reader shall be installed at the exit/ entrance of residential estate
cage storage area or inside the vehicle and attach to the Hand pallet truck
or floor scale located at the final destination of shipment delivery site
respectively. Purposes of fitting the readers in both sites are identical, it is
because of applying the RFID technology to identify the category of
recyclable items and cage number as for the supplementary of information
to the operation need.

Passive RFID system is used that comprise with RFID reader, RFID anten-na
and passive RFID tag. Riding on this system, the read range can be reached
to 10 meters in opened area.

Passive RFID Tag

The passive RFID tag has two main components - the tag’s antenna and the
integrated circuit (IC). It does not require internal power source to operate,
as the name implies, the passive tag wait for the RF wave signal from RFID
reader, trigger IC to generate a signal back to the RFID reader which
interprets the information and return to the Cloud via GSM network. Since
the cage is usually made with metal, UHF metal-mount tag is used to
mitigate the potential misread and read range problems along with
surrounding environment.

RFID Reader / Antenna

UHF RFID Reader / Antenna is used with circularly polarized RFID reader to

operate 9dBic gain to match proposed passive UHF RFID tag applica-tion in

the FCC band of 902-928 Mhz. The RFID antenna shall carries reasonable IP
rating in order to meet different weather condition.
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Hand pallet truck with weighing scales and smart floor scale

Allow Hand pallet truck with weighing scales and smart floor scale to
output the weight of recycle cage in digital format. Requirements of
Hand pallet truck with weighing scales and smart floor scale:

- Weigh the recycle cage when lifting

- Show the weight of recycle cage on display instantly

- Upload the weight of recycle cage to system and pair up with the UID of
recycle cage wirelessly

— Support with RFID Reader

— Support wireless connect: Bluetooth 4.0/Wi-Fi/3G/4G/5G network
- - Weighting capacity: 1500 kg

- Resolution: 0.5 kg

- Max height of the pallet truck: about 1240 mm

- Width across the forks: about 560 mm

- Length of the forks: about 1150 mm

- Battery: 24V

Generate and Download of Management Reports

The System shall be able to generate real-time and historical reports via
user-friendly interface include but not limited to the following:

- export historical data e.g. fill level of each recycling bins / metal cages
over the period requested.

— exporting historical data e.g. usage status and travelling mileages of each
truck, actual arrival time and leave time of each collection site over the
period requested

- regular analysis reports showing performance statistics e.g. average fill
time, average fill rate, day’s bin / cage full, etc. over the period

- The System shall be able to extract, retrieve and export relevant data in
editable formats up to 3 months on-line historical data through user
interface, and 6 months off-line data;

— All reports shall be able to display on screen, printed as hardcopies.

Access Audit Management

- The System shall be able to capture the user ID, login/out date and time;

— The System shall be able to capture ration such as create,
read update and dele



Requirement of the System Architecture

- Provide details proposal on design and technical dimension of the
overall System architecture;

— The System shall be hosted under Cloud environment with compliance
of ISOIEC 27017:2015 code of practice for information security controls
based on ISO/IEC 27002 for Cloud services ;

— Secured user authentication;

- Secured and user-friendly web-based interactive interface through
Internet by using HTTPS protocol ;

— Capable of providing mobility through native mobile application to
access the System from both IOS and Android mobile devices without
further installation of any extra mobile application client;

- Provide guideline of System / data base backup and restoration
process / procedures;

- Provide guideline of System recovery process / procedures.

Performance and Reliability

— The System shall be designed and implemented with architecture to
support 7x24 operations and attain more than 99.5% availability. The
availability does not count for scheduled downtime related to System
upgrade and planned System maintenance;

— The response time of user interface shall be not more than 1 second for
opening a new screen or updating of a screen on a user interface for non-
report generation related screens;

- Generate and download management reports request through on-line
platform less than 15 seconds in 90% of reports;

- Provide data storage of at least 12 months online data for real-time
analytics and at least 2 years historical data for offline data processing.

- Provide the System monitoring tools to check the System failure and
indicate the healthiness of the System;

— The System shall be able to support:

1.GPS onboard




Others

— The System shall be able to support Traditional Chinese, Simplified
Chinese and English character processing capabilities including editing,
displaying, storing, searching, retrieving and printing;

— The System shall support Traditional Chinese language, by adopting the
ISO/IEC 10646 standard for the development of an open and common
Chinese language standard;

— Submission of technical specification of onboard unit and loT sensor to be
used in the applications ;

— The service provider shall provide other options or value-added solu-tions
that can add value to tender requirement or for future expansion. All the
web based applications should follow responsive web design so that the web
apps will adjust and fit into the screens of various devises automatically

Requirement of Technical Support

— Propose the arrangement on the nursing period, warranty and mainte-
nance period;

— The warranty of hardware including onboard unit, IoT sensor and other
accessories shall cover normal wear and tear. For any accidental damage or
replacement shall not cover in the warranty;

- Provide service hotline for the operation and technical enquiry through-
out the nursing period, warranty period and maintenance period;

For technical fault incident, the service provider is required to provide
onsite technical support to resolve the problem;

- Provide free warranty and maintenance period under the service con-tract
period. The scope of service shall cover all program debugging, minor
function adjustment, content update, software update---etc;

— The service provider shall propose around the clock monitoring tool to
ensure prompt response the System failure.

irement of Training

e audiences not limited to operator, driver,
j stakeholders;



Requirement of Installation

— The installation works of onboard unit and loT sensors shall be con-
ducted by the service providers according to the project schedule.

— The onboard unit shall be installed in a hidden and secure location and
shall not alter any mechanical parts of the vehicle;

— The service provider shall directly liaise with the operator for the
arrangement of installation

— After installation has been completed, the service provider shall issue a
certificate to the operator and keep one copy for future auditing purpose;
— The service provider shall submit the weekly installation progress report
for review.
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